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Cybercrime and Malware

200 Million to 1.2 Billion in 10 years Growth

600%

Figure: Growth of Malware and Potential Unwanted
Applications (PUA)1

1
https://www.av-test.org/en/statistics/malware/
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Malware Analysis and Machine Learning

� Supervised Machine Learning
(ML)

� Static malware analysis
� Computational e�ciency
� Easy-to-Scale
� Existing expert knowledge

� Signi�cant performance
� LightGBM on EMBER2

� ROC AUC 0.996

2
H. S. Anderson and P. Roth, \EMBER: an open dataset for training static pe malware machine learning models," arXiv, 2018.
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Ever Evolving Growth of Malware

� AV-TEST ) 450K new malware and PUA each day1

� VirusTotal ) 1.8M unique software samples each day3

1
https://www.av-test.org/en/statistics/malware/

3
VirusTotal, https://www.virustotal.com/gui/intelligence-overview
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Ever Evolving Growth of Malware

� AV-TEST ) 450K new malware and PUA each day1

� VirusTotal ) 1.8M unique software samples each day3

Huge data volumes drive up costs and training times

1
https://www.av-test.org/en/statistics/malware/

3
VirusTotal, https://www.virustotal.com/gui/intelligence-overview
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Less than Ideal Solutions

Expanding Training E�ort

expend tremendous e�ort to frequently
retrain over all the data
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Less than Ideal Solutions

Expanding Training E�ort

expend tremendous e�ort to frequently
retrain over all the data

Remove Older Samples

allows attackers to revive older
malware instead of writing new ones

Figure: from4

4
http://www.martybucella.com/E199.gif
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Less than Ideal Solutions

Expanding Training E�ort

expend tremendous e�ort to frequently
retrain over all the data

Remove Older Samples

allows attackers to revive older
malware instead of writing new ones

Expanding Training E�ort

at the cost of not adjusting to changes
in the distribution

Figure: from4

4
http://www.martybucella.com/E199.gif
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Continual Learning

� Acknowledges
� Continuous distributional shift

� Non-stationary data
� Observed periodically

(T 1; T2; :::; TN )
� Di�erent data distribution in

each period (D1; D2; ::; DN )
� Data from each period is

referred to as task
� taskN 2 (T N ; DN )
� New class/ new samples/

new objective
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Continual Learning

� Inspired by human learning
process

� Continuous learning
� Observe and learn
� Storage ! abstract

representation in the
hippocampus

� Relax the need to store all the
data

� Reduce storage cost
� Reduce computational cost
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Continual Learning
� Inspired by human learning

process
� Continuous learning
� Observe and learn
� Storage ! abstract

representation in the
hippocampus

� Relax the need to store all the
data

� Reduce storage cost
� Reduce computational cost

Challenge ! Catastrophic Forgetting
Forgetting would reintroduce vulnerabilities
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Catastrophic Forgetting (CF)
Neural Networks su�er from catastrophic forgetting5

� Forget the old tasks, unlikely to happen in human learning

Figure: from6

5
McCloskey and Cohen, Catastrophic interference in connectionist networks: The sequential learning problem, Psychology of learning and

motivation, 1989.
6

https://mrifkikurniawan.github.io/blog/2021/Catastrophic_Forgetting_in_Neural_Networks_Explained 14 / 34
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Malware Classi�cation Pipeline

� Family
� Citadel
� Observe and learn
� Gameover
� Cthonic, and so on

� Category/Behavior
� Adware
� Ransomware
� Banking Trojan
� Backdoor, and so on
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CL in Malware Classi�cation Pipeline

� Domain Incremental
Learning (Domain-IL)

� Distribution shift
� Emergence of new

malware
� Class Incremental

Learning (Class-IL)
� New malware family

� Task Incremental
Learning (Task-IL)

� New malware category
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Threat Model

Retrograde Malware Attack (RMA)

1 Initial Training and Deployment

2 Incremental Updates and
Forgetting

3 Attack Phase
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EMBER Domain-IL

� Benchmarks
� None ! No CL techniques applied
� Joint ! Static training (training

over accumulated data)

None of the CL techniques are e�ective in
the Domain-IL setting

7
Rahman, M.S., Coull, S. and Wright, M., On the limitations of continual learning for malware classi�cation. In Conference on Lifelong Learning

Agents, 2022.
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EMBER Class-IL

� 10 of the 11 methods performed
poorly

� Only iCaRL performing marginally
better against the Joint replay baseline

7
Rahman, M.S., Coull, S. and Wright, M., On the limitations of continual learning for malware classi�cation. In Conference on Lifelong Learning

Agents, 2022.
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Malware samples for each task
� Belong to multiple families
� Indicating sub-distributions within malware distribution
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Emergence of New Families in each Task
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Summary of Exploratory Analysis

� Malware distribution in each task
� Contains multiple sub-distributions
� On an average around 800 families

� Lot of new novel families emerge
� Old families observed infrequently

� Substantial #of samples wo/ AV class labels
� Priorities change over time

� Prominent families do not remain prominent
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MADAR: Malware Analysis with Distribution-Aware
Replay

� CL technique should capture both
representative and discriminative
samples8,9

� Heterogeneity among the
replay samples

� Family based sample selection
� To accommodate varying families

� Representative samples
� Samples closer to the cluster

mean
� Discriminative (outlier) samples

� Samples farther away from the
mean

Figure: t-SNE projection of EMBER malware
from January 2018

8
Aljundi, Rahaf, et al. "Gradient based sample selection for online continual learning." NeurIPS 2019.

9
Bang, Jihwan, et al. "Rainbow memory: Continual learning with a memory of diverse samples." CVPR 2021.
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