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About Me

RIT → MS in Cybersecurity (2018) and PhD in CIS (2024)

Research Interests

Machine
Learning

Network
Security

Endpoint
Security

Quantum
Security

Industry Research

Cisco Quantum Lab, Cisco
▶ Quantum Security

Nokia Bell Labs
▶ Privacy Preserving ML

Mandiant (now part of Google
Cloud)

▶ Malware Analysis
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IQSeC Lab and Ongoing Research Projects

Intelligent and Quantum Secure Advanced Cyber
Defense Research (IQSeC) Lab

https://iqseclab.rahmanmsaidur.com/

ML and Endpoint Security

Exact Replay-based Continual
Learning

Generative Replay-based
Continual Learning

Continual Learning for
Concept-drift detection and
adaptation

Continual Machine
Unlearning

Explainable Continual
Learning

ML and Network Security

Voice-over-IP (VoIP)
fingerprinting

▶ Attacks and Defense
▶ LLM

LLM for Video
Fingerprinting

▶ Attacks and Defenses

Quantum Security

Quantum Secure
Wi-Fi

Quantum Secure
Satellite
Communication

Quantum Machine
Learning for
Cybersecurity
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Agenda

Overview of the tenure-track job search process
▶ Job postings and timeline
▶ Preparing application package
▶ Letters of recommendation
▶ Interview Process

⋆ Zoom/Phone call screening
⋆ On-campus visit – job talk and many more 1-2 day long interview
⋆ Informal interactions

▶ Negotiation and offer evaluation
▶ Post-Offer

Where things can go wrong?

Being nice and open minded
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Job Postings and Timeline

Job Postings

CRA Jobs: https://cra.org/ads/

HigherEdJobs: https://www.higheredjobs.com/

Chronicle of Higher Education Jobs: https://jobs.chronicle.com/jobs/

Academic Jobs Online: https://academicjobsonline.org/ajo/jobs

University Career Sites

Timeline (may vary slightly)

Early
Fall

Late Oct-
Early Nov December Jan-

March
March-
April August

Job
postings
available

Application
Deadlines

1st Round of
Interviews

On-campus
Interviews

Job
Offers

Appointment
Begins
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Elements of Application Package

Cover Letter

Academic Resume

Research Statement

Teaching Statement

Diversity Statement

Leadership Statement (very rare)

Transcripts (required for some schools)
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Cover Letter

Resources

MIT EECS Communication Lab

Sample Cover Letter

UPenn

Chronicle of Higher Education
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https://mitcommlab.mit.edu/eecs/commkit/cover-letter-for-a-faculty-position/
https://mitcommlab.mit.edu/eecs/wp-content/uploads/sites/6/2016/09/EE-faculty-cover-letter-annotated-example.pdf
https://careerservices.upenn.edu/application-materials-for-the-faculty-job-search/cover-letters-for-faculty-job-applications/
https://www.chronicle.com/article/how-to-write-a-persuasive-cover-letter


Preparing Academic Resume

Name & Contact

Research Interests

Education

Publications

Research experience

Teaching experience

Student Advising

Talks and Presentations

Services → PC/ Reviewer(s)

Awards & Grants

News/Media Coverage

Tailor to the position and institution

MIT EECS Comm Lab Samples
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Preparing Academic Resume

“Tier 1 Papers are All You Need”
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Research Statement

Broader impact of your work

Why is it an important problem?

Interconnect breadth areas

Communicate your Brand

Include figures

Max 5 pages w/ references

MIT EECS Comm Lab Samples
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Research Statement – Samples
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Teaching Statement

Teaching Philosophy

Teaching Experiences and Practices

Diversity and Inclusion

Assessment and Feedback

Advising and Mentoring Experiences and
Approach

Courses you are interested (to teach from
the existing curriculum

Courses you would develop
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Diversity Statement

Commitment to Diversity

Demonstrate experience with DEI

Equity in Teaching and Research

Inclusive Practices

Impact and Reflection
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Letters of Recommendation

Adviser
And Who else?

▶ Choose mentors (closely) familiar with your work
▶ Your collaborators
▶ Director/Manager from Industry (if you have worked with them)

When to Request?
▶ As early as possible in the application process

How to Request
▶ Get consent (either by email or verbally)
▶ Communicate your estimated number of applications
▶ It can be a lot of work
▶ Recommenders are BUSY
▶ Provide a clear timeline and materials
▶ Highlight key achievements and goals

Strengthening Your Case
▶ Ask for specific examples and endorsements
▶ Follow up with gratitude and updates

Application Package Tenure Track Job Search September 06, 2024 15 / 34



Overview of the Interview Process

Zoom/Phone Screenings
▶ You are shortlisted candidates
▶ Presenting yourself professionally online

On-Campus Interviews and Job Talk
▶ You are in the pool of Top 3-4 candidates
▶ Job talk structure: Introduction, Research, Future Work, Collaboration
▶ Engage w/ different groups of people
▶ Anticipate a variety of questions
▶ Full-day itinerary: Meetings, Talks, Meals

Informal Interactions
▶ Meals with faculty: Be personable but professional
▶ Conversations with student panels: Focus on teaching, research, and mentorship

Keep yourself calm and relaxed (sometimes very hard)
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Zoom/Phone Screenings

About (2-3 mins)/ Elevator Pitch (will need for most of the steps)
▶ Yourself and your research

Department and School
▶ Why are you interested in joining the academic unit?
▶ Why this school?
▶ What institutional issues particularly interest you?
▶ How will you contribute to the community at our department and institution?
▶ If you will get multiple offers, what will incite you to come to our university instead of another?

Research
▶ Specific one project in detail?
▶ What is the broader significance of your research?
▶ How do you see your research fitting in with the department? Collaboration at Department and School?
▶ Funding Search? How do you plan to pursue external funding to support your research?
▶ Which specific NSF programs will you submit to?
▶ What do you want your research group/lab to be like? Number of students?
▶ What is (are) your ”home” conference(s)?
▶ What are you looking for in your startup package?
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Zoom/Phone Screenings

Teaching
▶ Teaching interests? → i) Among existing courses, and ii) Plan for new course(s) offering?

Diversity
▶ How do you address diversity in the classroom?
▶ Diversity in Lab and research?
▶ How do you approach mentoring students of minority and underrepresented groups?

What questions do you have for the search committee? At this stage, keep your
questions simple and general.

▶ What is the teaching load, before and after tenure?
▶ Is there any mentorship for junior faculty?
▶ What kind of grant writing support is there?
▶ What is the size of undergrad and grad classes?
▶ Do I have any say on the course choices?
▶ What kind of lab space will I be provided? Is it shared?
▶ What has been your experience in recruiting students here?

Preparation Tips
▶ Test your tech setup in advance
▶ Practice clear and concise answers
▶ Prepare questions to ask the committee
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Zoom/Phone Screenings

Preparation
▶ Keep separate docs for each of the schools
▶ Write draft answers beforehand
▶ Practice, Practice, and Practice
▶ Test your camera, lights, microphone
▶ Remember the names of your committee members
▶ Explore the work of the department and college
▶ Who can be your collaborators?

During interview
▶ Wear comfortable cloths but be formal
▶ Keep your drafts open in a separate monitor (or side screen)
▶ Be mindful of time and avoid rambling
▶ Maintain good posture and eye contact
▶ Be nice and courteous
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Job Talk

Choose content that covers your most exciting and impressive
research

Choose a structure that highlights your content

Practice your job talk many times, at many stages, and with
many people

Prepare and practice for Q&A

Less Texts and More visualizations

Time split (45 mins) → 34 mins current work + 6 mins future
work + 2 mins collab + 2 mins grant proposal + 1 min teaching

MIT EECS Comm Lab Samples
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Job Talk

Structure and Content
▶ Clear and logical flow: Introduction, Main Findings, Future Work
▶ Limit text; emphasize visuals (graphs, charts, diagrams)
▶ Include a slide summarizing key contributions

Common Mistakes
▶ Overloading slides with text or data
▶ Ignoring the audience’s background knowledge
▶ Rushing through the talk or finishing too early

Fundamental Slides to Include
▶ Research Overview and Motivation
▶ Methodology and Key Findings
▶ Broader Impact and Future Directions

Importance of Q&A
▶ Engage with questions thoughtfully
▶ Demonstrate flexibility and depth of understanding
▶ Use Q&A to clarify and reinforce key points
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On-Campus Interviews

Department Faculty (Individual/Group)
▶ Discuss research synergies and collaboration potential
▶ Prepare to explain your future research directions
▶ What are the strengths and weaknesses of the program?
▶ What are the challenges currently facing the department or program?
▶ Do you do collaborative research with other faculty members, either in this department or in

other departments?
▶ What is the expected course load? Number of advisees?
▶ What are the students in the program like? How are they selected/recruited?
▶ What have your graduates gone on to do?
▶ What do you like best about working here?
▶ What are the areas of conflict in the department?
▶ How is the conflict handled?
▶ What are the support services like (e.g., secretarial assistance, teaching and research

assistants, travel monies, field trip logistics)?
▶ What do you do for enjoyment?
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On-Campus Interviews

Interview with Department Chair
▶ Highlight your teaching and service contributions
▶ What are the strengths and weaknesses of the department? The institution?
▶ Is the administration supportive of the department and its program?
▶ What are the immediate needs of the department(s)?
▶ How do you see me fitting into those needs?
▶ Where do you see this department five years from now?
▶ What are the relationships like among the various departments in the college/university?
▶ How are departmental decisions that affect the faculty made?
▶ What behaviors are valued in this department?
▶ What are the procedures for promotion and tenure?
▶ What other resources are available, such as research assistants, teaching assistants, computer

services, research space, and administrative assistance?
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On-Campus Interviews

Interview with Search Committee
▶ Where is the committee in the job selection process?
▶ How many people are you bringing to campus?
▶ What is your timetable for making a decision?
▶ When can I expect to hear from you?
▶ How did this position become open?
▶ Who was in this position previously? Why did they leave? What did this previous person do well in their job?

What do you wish he/she had done differently?
▶ What does the work load consist of in terms of courses, advisees, etc.?

Meeting with Dean, Associate Dean, or Director
▶ Discuss institutional support and career growth
▶ Inquire about strategic initiatives and priorities
▶ How do you perceive the department in relationship to other departments in the college/university?
▶ How do you perceive the college in relationship to other colleges in the university?
▶ Five years from now, where would you like to see the college? The department?
▶ What are the strongest departments on campus? The “up and coming” departments? What do they do

particularly well?
▶ At a publicly-funded institution: What is the legislative atmosphere in the state regarding funding for higher

education?
▶ How does this state compare with other states in terms of funding for higher education?
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On-Campus Interviews

Student Panel
▶ Focus on teaching philosophy, student engagement, research resources
▶ Be prepared to discuss mentorship experiences

Common Mistakes
▶ Not preparing specific questions for each group
▶ Being overly formal or too casual in different settings
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Informal Interactions: Meals and Beyond

Breakfast, Lunch, and Dinner Conversations
▶ Maintain a balance between professionalism and friendliness
▶ Be prepared to discuss non-work-related topics, such as hobbies or family

Questions to Prepare For
▶ Why are you interested in our institution?
▶ How do you see yourself fitting into our community?
▶ What do you enjoy outside of work?

Utilize this opportunity
▶ Stay relaxed and be yourself
▶ Use these opportunities to gauge departmental culture
▶ Show interest in your colleagues’ work and experiences
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Negotiation and Offer Evaluation

Understanding the Offer
▶ Key components: Salary, Startup Package, Teaching Load
▶ Institutional resources and support

Negotiation Strategies
▶ Prioritize your needs and goals
▶ Be prepared to discuss startup funds, lab space, and spousal accommodations

Comparing Offers
▶ Consider institutional type: R1-Public, R1-Private, R2
▶ Evaluate long-term career prospects and fit
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Negotiation and Offer Evaluation

Salary Benchmarks
▶ Use Taulbee Survey data for negotiation
▶ Consider cost of living adjustments

Key Elements to Negotiate
▶ Summer salary, research funds, lab space
▶ Teaching load and service expectations

Startup Package Breakdown
▶ Equipment, computing resources, student support
▶ Travel funds, conference participation, publication costs

Salary Types and Expectations by Institution
▶ Differences between R1-Public, R1-Private, R2-Public, R2-Private
▶ Understanding tenure timelines and promotion criteria

Common Pitfalls in Negotiation
▶ Focusing too narrowly on salary alone
▶ Accepting the first offer without countering
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Preparing for After-Offer Visits

Purpose of After-Offer Visits
▶ Finalize negotiations and see facilities
▶ Meet potential colleagues and collaborators
▶ Real state visit

Key Considerations
▶ Clarify expectations and timelines
▶ Assess the community and local environment

Final Decision-Making
▶ Weigh all factors: Professional and personal
▶ Discuss with your adviser, mentors, friends who went through similar processes
▶ Trust your instincts and commit confidently
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Common Pitfalls and How to Avoid Them

Overlooking Fit
▶ Ensure your goals align with the department’s vision
▶ Research the institution thoroughly

Undervaluing Negotiation
▶ Don’t hesitate to negotiate – know your worth
▶ Be strategic, not just focused on salary

Handling Rejection
▶ Stay resilient and seek feedback
▶ Use rejection as a learning opportunity
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Where Things Can Go Wrong

Inadequate Preparation
▶ Rushed application materials
▶ Lack of practice for interviews

Misalignment with Institution
▶ Poor fit between your research and department needs
▶ Misunderstanding the institutional mission

Overconfidence or Underselling
▶ Overestimating strengths, underpreparing
▶ Failing to highlight key achievements
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What Are Red Flags

Lack of Transparency
▶ Vague or unclear job descriptions
▶ Evasive responses to questions about resources

High Turnover Rates
▶ Frequent faculty departures
▶ Short tenures of previous holders of the position

Misalignment with Values
▶ Conflicting research directions
▶ Limited support for diversity and inclusion
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More Resources

Shomir Wilson’s CS Job Market Guide

Matt Might’s job market post
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https://matt.might.net/articles/advice-for-academic-job-hunt/


Thank you!
Questions?
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